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100+    
vulnerabilities

500+      
impacted vendors

250K+     
impacted products

14           
TCP/IP stacks analyzed

3 billion  
vulnerable devices



Stack Vendor Example OS Integrations

NicheStack HCC Embedded NicheTask / ChronOS
SEGGER embOS (emNET)

Nucleus NET Siemens Nucleus

Treck Treck / Xilinx Many

IPnet Wind River VxWorks

NetX Microsoft ThreadX

FreeBSD FreeBSD FreeBSD

uIP SICS FreeRTOS, Contiki

PicoTCP Altran seL4, TRENTOS

uC/TCP-IP Micrium uC/OS-II, uC/OS-III, Cesium

MPLAB NET Microchip FreeRTOS, Bare metal

NDKTCPIP Texas Instruments TI-RTOS

CycloneTCP Oryx FreeRTOS, CMSIS-RTOS

Nut/Net Ethernut NutOS

FNET Freescale FreeRTOS, CMSIS-RTOS





Ethernet
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Fuzzing

Variant 
Hunting

Manual 
Analysis



Target State Management

Cleanup Stateful Guidance Coverage Guidance

Target Behavior Analysis

Crash Analysis Deduplication Triage

Test Case Execution

Test Case Generation

Mutation Generation

Target Instrumentation

Test Harness Exception Handling Coverage Reporting

Input Determination

Target Characterization
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OOB-R

Integer overflow

OOB-W

State confusion

NULL-ptr. dereference

Other  (not memory-related)

Division by zero

Percentages of vulnerability types

Amnesia33 Ripple20 Urgent/11 Other
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uIP

Contiki NuttX open-iscsi

u-
boot_mod

Contiki-NG

D-Link

FNET

Nanostack
mDNS

picoTCP

picoTCP-
NG
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Product (ACC SL2) TCP/IP stack vulns

Nucleus RTOS NUCLEUS:13
NAME:WRECK

VxWorks 7 RTOS Urgent/11
NAME:WRECK

Siemens SENTRON PAC4200 Amnesia:33

Schneider ATV6000 Ripple20

Rockwell ControlLogix Urgent/11
NAME:WRECK
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Label length

Overflow data

Fake terminating 
NULL

Attackers explicitly 
control the allocation 

of *npp

Attackers explicitly 
control the number of 

bytes to be written 
into *npp (len)

CVE-2020-25111



71%

22%

7%

C C++ Other

* 2017 Barr Group Embedded Systems Safety & Security Survey
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Xu et al. - Memory-Safety Challenge Considered Solved? An In-Depth Study with All Rust CVEs
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